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Safe Harbor for Service Providers
Under the Digital Millennium Copyright Act

Summary

Congress passed the Digital Millennium Copyright Act (DMCA)in 1998 in an
effort to adapt copyright law to an evolving digital environment. The expansive
legisiation is divided into five titles, the second of which is the focus of this report.
Title 1T of the DMCA amended chapter 5 of the Copyright Act, 17 UU.S.C. § 501 et
seg., and created a new § 512 to limit the liability of service providers for claims of
copyright infringement relating to materials on-line. This “safe harbor” immunity 1s
available only to parties that qualify as a “service provider” as defined by the DMCA,
and only after the provider complies with certain eligibility requirements.

In exchange for immunity {rom liability, the DMCA requires service providers
to cooperate with copyright owners to address infringing activities conducted by the
providers® customers. Subsection 512(h) obligates service providers to divuige to
copyright owners the identity of a subscriber suspected of copyright infringement.
The subsection provides a detailed procedure that a copyright owner must follow 1n
order to obtain a subpoena from a federal court compelling the service provider to
reveal the identity of the suspected infringing user.

This report describes the safe harbor and subpoena provisions, along with the
responsibilities and obligations of service providers under 17 U.S.C. § 512. In
addition to highlighting specific aspects of the statutory text, the report examines
case law to date interpreting and applying the DMCA’s safe harbors and subpoena
procedure.
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Safe Harbor for Service Providers Under the
Digital Millennium Copyright Act

Background. Oaline service providers (OSPs) and Internet service providers
(ISPs) provide critical infrastructure support to the Intemet, allowing millions of
people to access on-line content and electronically communicate and interact with
each other. The potential for computer users to infringe intellectual property
copyrights using the Internet could expose service providers to claims of secondary
liability, such as contributory and vicarious copyright infringement. Concerned about
this significant legal vulnerability of service providers, Congress passed the “Online
Copyright Infringement Liability Limitation Act,” Title Il of the Digital Millennium
Copyright Act (DMCA) of 1998,' which created limitations on the liability of OSPs
and ISPs for copyright infringement arising from theirusers’ activities on their digital
networks.” The Act’s legislative history indicates that Congress wanted to provide
service providers with “more certainty ... in order to attract the substantial
investments necessary to continue the expansion and upgrading of the Internet.’” At
the same time, Congress desired to preserve “strong incentives for service providers
and copyright owners to cooperate to detect and deal with copyright infringements
that take place in the digital networked environment.” The DMCA therefore
includes several conditions that the service provider must satisfy in order to qualify
for protection from liability, and requires that the service providers’ activities be
encompassed within one of four specified categories of conduct.” One federal district
court assessed the “dual purpose and balance” of the DMCA in the following

manner:

Congress ... created tradeoffs within the DMCA: service providers would receive
liability protections in exchange for assisting copyright owners inidentifying and
dealing with infringers who misuse the service providers’ systems. At the same
time, copyright owners would forgo pursuing service providers for the copyright
infringement of their users, in exchange for assistance in identifying and acting

against those infringers.®

'P.L. 105-304, 112 Stat. 2860 (1998).

* The Digital Millennium Copyright Act of 1998: 1U.S. Copyright Office Summary, 8 (Dec.
1998) at [http://www.copyright.gov/legistation/dmea.pdf]. [Hereinatter Copyright Office
Summary].

3144 CoNG. REC. 811,889 (daily ed. Oct. 2, 1998) (statement of Sen. Hatch).

“ HRept. 105-796, 105" Cong., 2d Sess. 72 (1998).

SId. at 73.
% Inre: Verizon Internet Services, Inc., 240 F. Supp.2d 24, 37 (D.D.C. 2003),
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Safe Harbor Provisions. Limitations on liability, often called “safe
harbors,” shelter service providers from copyright infringement suits. The DMCA'’s
safe harbor provisions, codified at 17 U.S.C. § 512, do not confer absolute immunity,
but they do greatly limit service providers’ liability based on the specific functions
they perform.” The safe harbors correspond to four functional operations of a service
provider: 1) transitory digital network communications, 2) system caching, 3) storage
of information on systems or networks at direction of users, and 4) information
location tools.® Qualification for any one of these safe harbors is limited to the
criteria detailed in each provision, and qualification under one safe harbor category
does not affect the eligibility determination for any of the other three.”

§ 512 (a) Transitory digital network communications. When a service
provider acts as a data conduit at the request of a third party by “transmitting, routing,
or providing connections for, material through a system or network controlled or
operated by or for the service provider,” it will be shielded from liability for
copyright infringement.’® This safe harbor also protects the service provider for any
intermediate and transient storage of the material in the course of conveying the
digital information. However, qualification for this safe harbor is subject to several

conditions, including:"!

I Data transmission occurs throngh an automated technical process
without selection of the material by the service provider.

i The service provider does not determine the recipients of the
material.

I Intermediate or transient copies stored on the provider’s system or
network must not be accessible to anyone other than the designated
recipients, and such copies mustnot be retained on the system longer
than 18 reasonably necessary.

i The provider must not have modified the content of the transmitted
material.

§ 5712 (b} System Caching. The second safe harbor category limits ISP
hability when its engages in “caching” of on-lirie content for purposes of improving
network performance. Caching™ helps to reduce the service provider’s network
congestion and increase download speeds for subsequent requests for the same data.
For example, subscribers to a service provider may transmit certain material to other
users of the provider’s system or network, at the direction of those users. The service
provider may, via an automated process, retain copies of this material for a limited
time “so that subsequent requests for the same material can be fulfilled by

7 Ellison v. Robertson, 189 F. Supp.2d 1051, 1064 (C.D. Cal. 2002).
17 U.S.C. § 512(a)-(d).

17 US.C. § 512(n).

017 US.C. § 512(a).

1y

"2 Caching is defined as “intermediate and temporary storage of material on 2 system or
network operated by the service provider.” 17 U.S.C. § 512(b).
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transmitting the retained copy, rather than retrieving the material from the original
source on the network.”"” Immunity for service providers that utilize system caching
is provided on the condition that the ISP complies with the following: ™

I The content of cached material that is transmitted to subsequent
users is not modified by the service provider.

t The provider complies with industry standard rules regarding the
refreshing, reloading, or other updating of the cached material.

I The provider does not interfere with the ability of technology that
returns “hit” count information that would otherwise have been
collected had the website not been cached to the person who posted
the material,. '

I The provider must impose the same conditions that the original
poster of the material required for access, such as passwords or
payment of a fee.

i The provider must remove or block access to any material that is
posted without the copyright owner’s authorization, upon being
notified that such material has been previously removed from the
originating site, or that the copyright owner has obtained a court
order for the material to be removed from the originating site or
access to the material be disabled.

§ 512 (c) Information residing on systems or networks at direction
of users. This safe harbor protects against copyright infringement claims due to
storage of infringing material at the direction of a user on ISP systems or networks.
Such storage includes “providing server space for a user’s website, for a chat room,
or other forum in which material may be posted at the direction of users.”” The
conditions placed on receiving the benefit of this safe harbor are as follows:'®

! The service provider lacks actual knowledge of the infringing
material hosted or posted on its system or network,

1 In the absence of actual knowledge, the service provider is “not
aware of facts or circumstances from which infringing activity is
apparent.”!’

1 Where the provider has the right and ability to control the infringing
activity, it must not derive a financial benefit directly attributable to
that activity.

I Upon receiving proper notification of claimed infringement, the
service provider must act “expeditiously” to remove or block access
to the material.

¥ Copyright Office Summary, 10.

17 US.C. § S12(0)(2)AE),

® H.Rept. 105-551, pt. 2, 105" Cong. 2d Sess. 53 {1998).
17 U.8.C. § 512(c).

717 U.8.C. § S12(e) (DAL
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I Theservice provider must designate an agent to receive notifications
of claimed infringement. The contact information for this agent
must be filed with the Register of Copyrights'® and also be displayed
to the public on the service provider’s website.

Copyright owners must adhere to a prescribed procedure to inform the
provider’s designated agent of claimed infringement. To constitzte effective
notification, the copyright owner must “comply substantially” with the statutory
requirements of § 512 (c)(3):"

i The notification is in writing, signed physically or electronically by
a person authorized to act on behalf of the owner of the copyright
aliegedly infringed. ,

t The notification identifies the material that is claimed to have been
mfringed and provides sufficient information allowing the service
provider to locate the material.

! The complaining party includes a statement, under penalty of
perjury, that the party has a “good faith belief” that the use of the
material is not authorized by the copyright owner, and that the
information in the notification is accurate.

§ 512 (d) Information location tools. The fourth safe harbor classification
immunizes service providers that provide users access to websites that contain
infringing material by using “information location tools™ such as hypertext links,
indexes, and directories.” The conditions attached are substantially similar to those
that apply to the “system storage™ safe harbor provision discussed above, § 512 (¢),
including lack of actual or constructive knowledge requirements, notice and take-
down procedures, and absence of direct financial benefit.?’ The rationale for
protecting service providers under this provision is to promote development of the
search tools that make finding information possible on the Internet.” Without a safe
harbor for providers of these tools, the human editors and cataloguers compiling
Internet directories might be overly cautious for fear of being held liable for

infringement.

Notice and Take-down Procedure, One condition common to three of the
four categories is the requirement that upon proper notification by the copyright
owner of on-line material being displayed or transmitied without authorization, a
service provider must “expeditiously” remove or disable access to the allegediy

¥ “The Register of Copyrights is directed to maintain a directory of designated agents
available for inspection by the public, both on the web site of the Library of Congress, and
in hard copy format on file at the Copyright Office.” H.Rept. 105-551, pt. 2 at 35.

18 17 U.8.C. § 512(c)(3)AIE)-(vi).
217 U.S.C. § 512(d).

17 U.S.C. § 512(d)(1)-(3).

11 Rept. 105-551, pt. 2 at 58.
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infringing material.* This “notice and take-down” obligation does not apply when
the service provider functions as a passive conduit of information under § 512(a), but
1s 2 condition that must be met to obtain shelter under the remaining three safe harbor
provisions. Asindicated by the eligibility conditions in each subsection of § 512(b)-
{d) . the notice and take-down procedure varies slightly for each.

Eligibility Threshold for Safe Harbor. For protection under any of the
exemptions, a party must first meet the statutory definition of a “service provider.”
The DMCA provides two distinct definitions, one applicable to the first provision
and the second applicable to all of the others. Under § 512(a), the transitory
communications provision, “service provider” is narrowly defined as “an entity
offering the transmission, routing, or providing of connections for digital online
communications, between or among points specified by a user, of material of the
user’s choosing, without modification to the content of the material as sent or
received.”™ The remaining three subsections utilize a broader definition of “service
provider,” applicable to “a provider of online services or network access, or the
operator of facilities therefor.”* For example, this definition encompasses providers
offering “Internet access, e-mail, chat room and web page hosting services.”¢

After a party qualhifies as a service provider under one of the applicable
definitions, there are still two additional threshold requirements that the provider
must satisfy:?’

1. The service provider must have adopted, reasonably implemented, and
informed its users of a policy for the termination of the accounts of
subscribers who are repeat copyright infringers.

2. Theprovider must accommodate and not interfere with “standard technical
measures™ that are used by copyright owners to identify or protect their
works, such as digital watermarks or digital rights management

technologies.

No affirmative duty to police infringing activity. Pursuant to § 512 (m),
the DMCA safe harbor provisions are not conditioned upon a service provider
“monitoring its service or affirmatively seeking facts indicating infringing activity.”
One U.S. district court has noted that this provision of § 512 “represents a legislative
determination that copyright owners must themselves bear the burden of policing for

% See 17 U.S.C. § S12(b)(E), (€)(C). and (d)(3).
%17 US.C. § 51200)(1)(A).

17 US.C. § 512(0(1)(B).

% HTL.R. CONF. REP. NO. 105-551, pt. 2 at 64.

717 U.S.C. § 5126)(1){A-(B).

% “Standard technical measures” is defined at § 512(i}(2).

217 U.S.C. § 512(my(1).
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infringing activity—service providers are under no such duty.™ Yet some legal
commentators suggest that courts have nevertheless created a “back door”
requirement for ISPs to police their systems in search of copyright infringement by
strictly construing the § 512(i) obligation to “implement” a repeat infringer
termination policy as an affirmative duty to actively investigate potential
infringement.”’ These judicial interpretations of the termination requirements in
section § 312()(1)(A), discussed below, arguably may be contrary to Congress’
intent in § 512(m), as indicated in committee report language accompanying the
PMCA legislation:

[TThe Committee does not intend this [termination] provision to undermine the
principles of new subsection {m] ... by suggesting that a provider must investigate
possible infringements, monitor its service, or make difficult judgments as to
whether conduct is or is not infringing. However, those who repeatedly or
flagrantly abuse their access to the Internet through disrespect for the intellectnal
property rights of others should know that there is a realistic threat of losing that

access.™

Judicial Interpretation of the Safe Harbors. Several court cases have
considered the safe harbor provisions to determine whether certain service providers
met the statutory requirements for protection from copyright infringement claims.
A survey of cases that have examined the safe harbor defense reveals that courts
generally have been cautious in permitting liability limitation to service providers,
closely scrutinizing compliance with the safe harbor eligibility conditions on the part
of both copyright owners and service providers.

Safe harbor denied. Intwo copyright infringement cases involving peer-to-
peer file-sharing services, 4 & M Records. Inc. v. Napster, Inc.” and In re: Aimster
Copyright Litigation,* the courts denied safe harber protection to the companies
Napster and Aimster, on the ground that those companies did not meet the eligibility
requirements specified by the DMCA. Both of these companies operated peer-to-
peer networking services that facilitated sharing over the Internet of music files
stored on stored on their users’ computer hard drives. Using peer-to-peer software
offered by Napster and Aimster,” MP3 song files — the majority of which were
unauthorized for distribution by their copyright owners — were uploaded and
downloaded freely and repeatedly to the alarm of the music recording industry.

0 In re: Aimster Copyright Litigation, 252 F.Supp.2d 634, 657 (N.D. 111 2602).

¥ See, e.g., Jennifer Bretan, Harboring Doubts About the Efficacy of § 512 Immunity Under
the DMCA, 18 Berkeley Tech. L.1. 43, 51-54 {2003).

2 H.Rept. 105-551, pt. 2 at 61.
239 F.3d 1004 {9® Cir. 2001).
* 252 F.Supp.2d 634, 648 (N.D. 1l 2002), aff’d, 334 F.3d 643 (7" Cir. 2003).

* The Aimster service was renamed “Madster” in January 2002, after a ruling by the
National Arbitration Forum panel that the Internet domain name “aimster.com” violated the
trademark for America Online {AOL)s instant messaging service. To avoid confusion, this
report will continue to refer to the file-sharing service as “Afmster”  See
[httpr//www.nsatoday.com/tech/news/2002/02/01 faimster-now-madster. htm].
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Napster asserted that its operations were protected by the § 512(a) safe harbor
provision, claiming that it offered the “transmission, routing, or providing of
connections for digital online communications.”™® The district court in Napster
found that the infringing material was exchanged over the Internet, not through
Napster’s servers, and therefore Napster did not provide connections “through” its
system.”” On the basis of this determination, the court ruled that Napster had failed
to demonstrate that it qualified for the §512(a) safe harbor. In addition, the court
noted that even if Napster had met the criteria in §512¢a), it did not satisfy the
eligibility requirements in §512(3), in particular the termination policy provision. The
court found that the plaintiffs in the case had raised “genuine issues of material fact
about whether Napster ha[d] reasonably implemented a policy of terminating repeat
infringers” when it introduced evidence that Napster had not adopted a formal
termination policy until two months after the filing of the lawsuit against it.** This
belated attempt to adopt a termination policy would have prevented Napster from
seeking liability protection under any of the four safe harbors.

The U.S. Court of Appeals in Napster rejected “a blanket conclusion that § 512
of the [DMCA] will never protect secondary infringers,” but commented that the
“plaintiffs raise serious questions regarding Napster’s ability to obtain shelter under
§ 512, The significant questions included whether Napster would be eligible for
safe harbor under § 512(d), the information location tools provision, whether
copyright owners must give service providers “official” notice pursuant to §
512(c)(3) in order for the provider to have knowledge of infringement on its system,
and whether Napster had in fact complied with the termination policy requirement
of § 512(1)(1)A).* Nevertheless, untii these issues could be addressed at trial, the
district court’s approval of a preliminary injunction against Napster was appropriate
because the plaintiffs had “demonstrate[d] that the balance of hardships tips in their
favor.”™

In a lawsuit similar to Napster, record company and music publishing plaintiffs
charged the peer-to-peer file-sharing service, Aimster, with confributory and
vicarious infringement of copyrights held by the plaintiffs. In addition to distributing
file-sharing software, Aimster provided on-line tuforials on its website which
“methodically demonstrated how to transfer and copy copyrighted works over the
Aimster system.”” In addition, the Aimster software allowed users to encrypt all the
file exchanges, a scheme that effectively prevented Aimster from gaining knowledge
of the type of content being transferred. Unlike Napster, Aimster had adopted a

* A & M Records, Inc. v. Napster, Inc., 2000 WL 573136, at *3 (N.D. Cal. May 12, 2000).

3 1d. at * 8. The court stated, “Napster enables or facilitates the initiation of connections,
but these connecticns do not pass through the system within the meaning of subsection 512

(2).”
** Id. at #9-10.

¥ Napster, 239 T.3d at 1023,
1.

I,

2 Aimster, 252 F.Supp.2d at 643.
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termination policy for repeat infringers before a lawsuit was filed against it.
However, the district court in Aimsfer found that the termination policy could not be
implemented in reality because the encryption technology provided by Aimster made
it impossible to determine which users were transferring copyrighted files.”” The
court thus found Aimster ineligible for any safe harbor protections because its repeat
infringer policy did not meet the requirement of § S12({}1)}(A).** In upholding the
district court’s preliminary injunction, the U.S. Court of Appeals for the Seventh
Circuit noted:

The {DMCAJ provides a series of safe harbors for Internet service providers
and related entities, but none in which Aimster can moor... The common
element of [the DMCAY]’s safe harbors is that the service provider must do
what it can reasonably be asked to do to prevent the use of its service by
‘repeat infringers.” Far from doing anything to discourage repeat infringers of
the plaintiffs’ copyrights, Aimster invited them to do so, showed them how
they could do so with ease using its system, and by teaching its users how to
encrypt their unlawful distribution of copyrighted materials disabled itself
from doing anything to prevent infringement, **

In ALS Scan, Inc. v. RemarQ Communities, Inc., the U.S. Court of Appeals for
the Fourth Circuit considered whether an ISP is eligible for protection when it is
alerted to infringing activity by “imperfect notice” that does not strictly comply with
the notification procedures specified in § 512(c)(3).** ALS Scan holds the copyrights
to over 10,000 “adult” photographs which were posted on newsgroups®’ that were
operated by the service provider Remar(Q Communities. Upon discovering that
RemarQ)’s servers contained infringing material, ALS Scan sent a “cease and desist”
letter to RemarQ, requesting deletion of two specific newsgroups that contained the
photographs. However, the district court in ALS Scan found that the notice was
“fatally defective” in complying with § 512(¢)(3) because ALS Scan never provided
RemarQ with a “representative list” of the infringing photographs. Nordid it identify
the pornographic photographs with “sufficient detail” to enable RemarQ to locate and
disable access to them.* In reversing the district court’s ruling granting summary
judgment in favor of RemarQ), the court of appeals held that ALS Scan had
“substantially complied” with DMCA notification requirements because its notice
letter identified by name the two RemarQ) newsgroup sites “created solely for the
purpose of publishing and exchanging ALS Scan’s copyrighted images” and also
referred RemarQQ to web site addresses where RemarQ could find pictares and names

# Id. at 659. (Emphasis in original.)
#*1d

 Aimstrer, 334 F.3d at 635.

46239 F.3d 619, 620 (4" Cir. 2001).

# Newsgroups are on-line discussion groups covering thousands of subjects, such as
politics, social issues, sports, and entertainment. A news reader program is required to
connect to the news servers on the Internet, and allows the computer user to read and post
messages to the newsgroup forum.

See [http://www.webopedia.con/TERM/m/newsgroup.html],

B ALS Scan, 239 F3d at 624,
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of ALS Scan’s adult models.* Thus, the court of appeals held that since RemarQ
was provided with a notice that substantially complied with the DMCA, the service
provider could not rely on a claim of defective notice to maintain the safe harbor

defense.™

Safe harbor allowed. Incontrast to the ALS Scan court’s determination of
the consequences of “imperfect notice,” the court in Hendrickson v. Ebay, Inc.”
found that the defective notice supplied by the plaintiff in its case failed to comply
substantially with § 512(c¢)(3)’s notification requirement. In Hendrickson, the
Internet auction service eBay was allegedly offering for sale pirated DVD copiles of
a documentary about the life of Charles Manson called “Manson.” Prior to filing
suit, plaintiff Robert Hendrickson sent a letter to eBay demanding that the auction
site cease and desist “from any and all fiurther conduct considered an infringement(s)
of [plaintiff’s] right”™ eBay responded promptly to this letter, informing
Hendrickson of its termination: policy for repeat infringers and requesting that the
plaintiff submit proper notice under the DMCA by providing more detailed
information regarding the alleged infringing items, including identifying the specific
eBay item numbers corresponding to the copies of “Manson” for sale.” The plaintiff
refused to provide this information and proceeded to file copyright infringement suits
against eBay. Atirial, Hendrickson did “not dispute that he has not strictly complied
with Section 512(c)(3).”** The U.S. district court instead considered whether the
plaintiff’s imperfect notice satisfied the DMCA’s “substantial” compliance
requirement. The court noted that Hendrickson did not include in his notice a written
statement attesting to the good faith and accuracy of his infringement claim, as
required by 17 U.S.C. § 512 (&) B3HANV)-(v).” In addition, the plaintiff failed to
provide eBay with sufficient information to allow the service provider to identify the
auction listings that allegedly offered pirated copies of “Manson™ for sale. This
failure further rendered Hendrickson’s notice improper under the DMCA.*
Therefore, the court ruled, eBay was under no obligation to remove the allegedly
infringing material on its system.”’ The court went on to consider eBay’s eligibility
for safe harbor under § 512 (c), and determined that it satisfied all the statutory

“ Id. at 624-623. The court further explained, “{When a letter provides notice equivalent
to a list of representative works that can be easily identified by the service provider, the
notice substantially complies with the notification requirements.” Id. at 625.

R 14 at 620, (Emphasis in original.)
5165 F. Supp.2d 1082 (C.D. Cal. 2001},
% Id. at 1085.

P

* Id. at 1089.

5 Id. at 1089-1090.

% Id. at 1090-1092.

37 “I'T]he service provider’s duty to act is triggered only upen receipt of proper notice.” Id.
at 1089.
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conditions. The DMCA thus having shielded ¢Bay from liability, the court granted
eBay summary judgment on the copyright infringement claim.”

Ellison v. Roberison is another case that granted safe harbor to the defendant
service provider.” Withoutauthorization by the copyright owner, Stephen Robertson
electronically scanned and converted into digital “binary” files®® several science
fiction novels written by Harlan Ellison. Robertson then uploaded and copied the
files onto USENET newsgroups that are carried by several ISPs, including American
Online, Inc. (AOL).#! AQL’s retention policy provided that USENET messages
containing binary files remain stored on the company’s servers for fourteen days.®
Once Ellison learned of the infringing activity, he directed his legal counsel to e-mail
a notice of copyright infringement pursuant to the DMCA notification procedures.
AOL, however, clalmed never to have received the notice. Receiving no response,
the plaintiff then filed a contributory copyright infringement suit against AOL and
other parties. The Ellison court found that AOL’s failure to receive the plaintiff’s e-
mail notification was due to its own fault in not promptly updating its “designated
agent” contact e-mail address with the Copyright Office.* Due to this error, the e-
mail sent by the plaintiff was routed to a defunct e-mail account. The court refused
to permit AOL to disclaim knowledge of the infringement™ on account of its own
carelessness: “If AOL could avoid the knowledge requirement through this oversight
or deliberate action, then it would encourage other ISPs to remain wﬂlﬁﬂly ignorant
in order to avoid contributory copyright infringement liability.”®

After finding a ftriable issue of fact as to AOL’s liability for contributory
copyright infringement, the Ellison court proceeded to consider AOL’s safe harbor
defenses. As athreshold determination, the court held that AOL had complied with
§ 512(1) in adopting and implementing a termination policy for repeat infringers.

% I at 1094.
% Ellison, 189 F.Supp.2d 1051 {(C.D.Ca. 2002).

% A file stored in “binary” format is computer-readable but not human-readable. See
[http:/fwww. webopedia.com/TERM/b/binary_file.html}.

81 “The USENET, an abbreviation of “User Network,” is an international collection of
organizations and indrviduals (known as ‘peers’} whose computers connect to each other
and exchange messages posted by USENET users.” 189 F.Supp.2d at 1053,

62 189 F.Supp.2d at 1054.

8 Id. at 1058. As discussed earlier in this report, 17 U.S.C. § 512 (¢)(2) requires service
providers fo designate an agent to receive notifications of claimed infringement and provide
the contact information for this agent to the Copyright Office. The record showed that AOL
had changed 1its contact e-mail address from “copyright@aol.com” to
“aolcopyright(@acl.com” in fall 1999, but waited until April 2000 to notify the Copyright
Office of the change.

 Tobe held liable for contributory copyright infringement, a court must find that the party,
“with knowledge of the infringing activity, induces, causes or materially contributes to the
infringing conduct of another.” Fonovisa, Inc. v. Cherry Auction, Inc., 76 F.3d 259, 264 (9
Cir. 1996}

8 Ellison, 189 F. Supp.2d at 1058,
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Despite the plaintiff’s argument that no AOL user has ever been terminated for being
a repeat infringer and therefore AOL’s termination policy was inadequate, the court
referred to the legisiative history of the DMCA to find that § 512(1) “does not require
AOQLto acfually terminate repeat infringers” but rather “requires AOL to put its users
on notice that they face a realistic threat of having their Internet access terminated if
they repeatedly violate intellectnal property rights.”*

The Ellison court then examined AOL’s claim to safe harbor under both § 512
(a), the transitory digital network communications subsection, and § 512(c),
information residing on systems or networks at direction of users. The court found
that AOL’s fourteen-day retention of Robertson’s posts on its USENET servers
“constitute[d] ‘intermediate and transient storage’ that was not ‘maintained on the
system or network ... for a longer period than [was] reasonably necessary for the
transmission, routing or provision of connections.”’ The court was satisfied that
AOL met the remaining criteria under § 512(2).** Emphasizing that § 512(n)
explicitly provides that each of the four safe harbors “describe separate and distinet
functions for purposes of applying this section [§ 512],” the court did not feel the
need to analyze AOL’s § 512(c) eligibility.” Once the Ellison court found that AOL
qualified for a § 512 (a) liability limitation defense, it granted summary judgment for
the service provider.

Subpoena to Identify Infringer. The subpoena provision contained in Title
11 of the DMCA, codified at 17 U.S.C. § 512(h), has received increased attention
recently due to the Recording Industry Association of America (RIAA)’s highly
publicized efforts to initiate legal action against computer users who use peer-to-peer
software to share copyrighted music files.”” Upon request by a copyright owner, the
clerk of any U.S. district court “shall expeditiously issue” a subpoena to a service
provider for disclosure of “informaticon sufficient to identify the alleged infringer of
the [copyrighted] material.””" The clerk’s issuance of the subpoena depends on the
filing of the following contents in the subpoena request:™

5 Id. at 1065-1066. (The court referred to IT.Rept. 165-351, pt. 2 at 61.)
8 Id. at 1070.

8 Id. at 1071-1072,

 Id. at 1072, citing 17 U.S.C. § 512(n).

" For more background on peer-to-peer software and copyright infringement issues, see
CRSReport RL31998, File-Sharing Software and Copyright Infringement: Metro-Goldwyrn-
Mayer Studios, Inc. v. Grokster, Ltd, by Brian Yeh and Robin Jeweler,

17 U.S.C. § 512(h)(3)-(4).

217 U.S.C. § 512(h)(2)A)-(C). In addition to these conditions placed on obtaining a
subpoena, 17 U.S.C. § 512(h)(%) provides another safeguard against abuse of subpoena
power: subpoenas are subject to the provisions of the Federal Rules of Civil Procedure that
govern the issuance, service, and enforcement of subpoenas, For example, under
Fed R.Civ.P. 45, service providers or their Infernet users may cbject to, modify, or move to
quash a subpoena.
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i A copy ofthe notification of claimed infringement sent to the service
provider. This notification must comply substantially with the
notice requirement described in § 512 (¢)(3)(A).

I A proposed subpoena indicating the information that is sought.

I “A sworn declaration™ that the subpoena is sought soiely to obtain
information revealing the identity of the alleged infringer and that
the information will only be used to protect rights under the
Copyright Act.

Upon receiving the subpoena, a service provider “shall expeditiously disclose™ to the
copyright holder the information required by the subpoena.” Congress intended this
rapid subpoena process to be “a ministerial function performed quickly by the clerk
of a court in order to identify copyright infringers and stop the infringing activities.”
Indeed, Congress’ intent is expressly reflected in the statutory language itself, where
the word “expeditiously” appears twice in the subpoena procedure section.

In two court proceedings occurring within months of each other, the RIAA
sought to enforce DMCA subpoenas served on Verizon Internet Services, after
Verizon refused to comply with them.” These subpoenas requested the identities of
subscribers to Verizon’s Intermet access service who were allegedly sharing hundreds
of copyrighted songs using peer-to-peer file transfer software. Verizon argued in the
first subpoena case that the subpoena was inapplicable because the allegediy
infringing material was not stored on Verizon-owned servers, but rather on its
subscribers’ computers.” In the second subpoena case, Verizon moved to quash the
subpoena, challenging the DMCA subpoena authority as a violation of its
subscribers’ First Amendment right to anonymous speech.”” The U.S. district court
in the first case ruled against Verizon, finding that subpoena authority extended to
all types of service providers within the scope of the DMCA, not just providers that
stored information on a system or network.” In the second case, the court upheld the
constitutionality of the DMCA. subpoena power.”” Verizon requested a stay of the
lower court’s order pending appeal,’® but the U.S. Court of Appeals for the District
of Columbia denied the request on June 4, 2003.%' A day later, Verizon revealed the
names of four subscribers suspected of copyright infringement.*

17 U.8.C. § 512 ((5).
™ H.R. Conr. Rep. NO. 105-551, pt. 2, at 61,

** Verizon, supra note 6; In re; Verizon Internet Services, Inc., 257 F. Supp.2d 244
{(D.D.C. 2003}

% Verizon, 240 F. Supp.2d at 28-29.
" Verizon, 257 F. Supp.2d at 247.

"% Verizon, 240 F. Supp.2d at 26.

* Verizon, 257 F. Supp.2d at 275.

*0 Oral argument in the appeals case is scheduled for Septernber 16, 2003.
#2003 WL 21384617 (D.C.Cir. Jun 04, 2002) (NO. 03-7013, 03-7033).

82 See Christopher Stern, Verizon Identifies Download Suspects, W ASHINGTON POST, June
{continued...)
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Many service providers, as well as consumer and privacy rights groups, are
troubled by the scope of the DMCA subpoena power, contending that it encroaches
on their users’ First Amendment rights to anonymous free expression. Among their
principal concerns is the asserted lack of procedural safeguards against abuse of the
subpoena power. The expedited issuance of a § 512(h) subpoena does not require
judicial oversight and depends solely on an ex parfe assertion of a “good faith” belief
that copyrighted material has been infringed.® Critics argue that there is great
potential for baseless or abusive subpoenas to be issued and for their users’ due
process rights to be curtailed since “it opens the door for any person claiming to own
a copyright to submit a one-page form to a clerk of a court and obtain the unlimited
ability to collect private subscriber information.”*

But the federal district court in In re. Verizon Internet Services, Inc., determined
that the § 512(h) subpoena process “provide[s] substantial protection to service
providers and their customers against overly aggressive copyright owners and
unwarranted subpoenas.”® In particular, the court noted that the DMCA “provides
disincentives for false representations under the Act, making it costly for anyone to
seek a subpoena on the basis of intentional misrepresentations, and thereby further
ensuring that subpoenas will only be used in circumstances of good faith allegations
of copyright infringement.”®  Three months later, the court upheld the
constitutionality of the DMCA’s subpoena provision in another subpoena
enforcement proceeding against Verizon, stating that the “DMCA contains adequate
safeguards to ensure that the First Amendment rights of Internet users will not be
curtailed.”™ The court, in dicta, claimed that owing to built-in safeguards, “it is
unlikelythat § 512({h) will require disclosure, to any significant degree, of the identity
of individuals engaged in protected anonymous speech, as opposed to those engaged
in unprotected copyright infringement.”® The court explained that “[wlhatever
marginal impact the DMCA subpoena authority may have on the expressive or
anonymity rights of Internet users ... is vastly outweighed by the extent of copyright
infringement over the Internet through peer-to-peer file sharing, which is the context
of the legitimate sweep of § 512(h)."%

82 (..continued)
6, 2003, at EOS,

% See Appellant’s Opening Brief at 34, In Re: Verizon Internet Services, Inc. Subpoena
Enforcement Matter,(Nos. 03-7015, 03-7053, consolidated appeals) available ar
[http://www.eff.org/Cases/RIAA_v_Verizon/20030514_CADC_Opening Brief pdf].

¥ Verizon Press Kit, RIAA v. Verizon Internet Services, It s About Privacy, Not Piracy,
available at [http://mewscenter.verizon. convkit/riaa/vz. viml].

8 240 F. Supp.2d at 40-41.

¥ Id. at 41, footnote 14. See alse 17 U.S.C. § 512 (f): “Any person who knowingly
misrepresents ... that material or activity is infringing ... shall be liable for any damages,
including costs and attorneys fees...”

¥ Verizon, 257 F. Supp.2d at 260-261.
% Id. at 263.
% Jd. at 265-266.
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Following the Verizon court’s determination of the DMCA subpoena power’s
legality, the RIAA has obtained to date over 800 subpoenas compelling several major
ISPs and some universities to provide the names of computer users suspected of
swapping copyrlﬁhted music files, with approximately 75 new subpoenas being
approved every day.” Armed with this information, the RIAA has promised to file
what could be thousands of lawsuits against particularly egregious P2P swappers of
copyrighted music.” However, these enforcement efforts are, in many cases, being
met with resistance. SBC, an ISP subsidiary of Pacific Bell, is challenging the
validity and legality of subpoenas,” as are several universities that are recipients of
RIAA subpoenas.” Smaller ISPs, through an organization called NetCoalition.com, -
have expressed their concerns that RIAA’s enforcement campaign seeks “to achieve
mn court what the association has not yet been able to accomplish in Congress — to
make Internet companies legally responsible for the conduct of individuals who use
their systems, forcing these companies to become not only the police of the Internet
but also permanent and constant watchdogs of the substance of all email traffic,
instant messaging, and file sharing.” **

As Verizon is currently on appeal in the U.S. Court of Appeals for the District
of Columbia, the § 512(h) subpoena authority may vet be held unconstitutional under
First Amendment and due process considerations. In addition, the U.S. Senate
Commerce Committee chairman, Senator John McCain, recently agreed to hold
hearings on the privacy implications of the DMCA subpoena power,” signaling
Congress’ intent to get involved in the legal dispute between ISPs and the RIAA and
possibly amend the existing subpoena procedures.

Conclusion. Among the DMCA’s significant changes to the Copyright Act
15 the creation of § 512 to protect service providers from copyright liability arising
from the infringing conduct of their users. This section represents Congress’ attempt
to address the liability concerns of service providers that operate the infrastructure

% See Ted Bridis, RI4A s Subpoena Onslaught Aimed at egal File Sharing, WASHINGTON
POsT, July 19, 2003, at EQ1.

” See generally, [http://www.riaa.com/news/newsletter/062503.asp).

% See ISP Claim Subpoenas for Subscriber Info Not Authorized by DMCA,
Unconstitutional, 66 BNA PATENT, TRADEMARK & COPYRIGHT J. 436 (Aug. &, 2003).

# On Aug. 7, 2003, the U.S. District Court for the District of Massachusetts issued an order
quashing subpoenas issued in the District of Columbia against two Boston universities, MIT
and Boston University. The coust held that the subpoenas violate federal rules of civil
procedure which limit the geographical reach of subpoenas issued by a federal court. The
RIAA has indicated that, although it believes the subpoenas were properly issued, it will file
them in the appropriate courts. District of Columbia Court Lacks Authority To Issue DMCA
Subpoenas to Boston Schools, 66 BNA PATENT, TRADEMARK & COPYRIGHT J. 458 (Aug.

13, 2003).
* Letter from Kevin S. McGuiness, Fxec. Director of NetCoaliton.com to

Cary Sherman, Pres., RIAA (Aug. 11, 2003) at
[http://www.netcoalition.com/keyissues/2003-08-11.453.pdf]

¥ See Reuters, Senate to Examine Online Copyright Dispute (June 19, 2003), available at
[http://www.usatoday.com/tech/news/techpolicy/2003-06-19-mecain-copyright_x htm].
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of the Internet, as well as specify means by which copyright owners can cooperate
with service providers to identify and deal with infringing users. In order to obtain
protection from copyright infringement suits, service providers must comply with the
responsibilities and obligations set forth in the various subsections of 17 U.5.C. §
512. As the foregoing cases illustrate, these conditions on safe harbor eligibility
should be substantially satisfied in order for courts to uphold limitations on liability
for service providers asserting the defense.



