Clearing the Air:
Convergence and the Safety Enterprise

Philip J. Weiser
Rapporteur

THE ASPEN \ INSTITUTE

Communications and Society Program
Charles M. Firestone
Executive Director
Washington, DC
2006



To purchase additional copies of this report, please contact:

The Aspen Institute

Publications Office

P.O. Box 222

109 Houghton Lab Lane

Queenstown, Maryland 21658

Phone: (410) 820-5326

Fax: (410) 827-9174

E-mail: publications@aspeninstitute.org

For all other inquiries, please contact:

The Aspen Institute

Communications and Society Program
One Dupont Circle, NW

Suite 700

Washington, DC 20036

Phone: (202) 736-5818

Fax: (202) 467-0790

Charles M. Firestone Patricia K. Kelly

Executive Director Assistant Director

Copyright © 2006 by The Aspen Institute
The Aspen Institute
One Dupont Circle, NW
Suite 700
Washington, DC 20036

Published in the United States of America in 2006
by The Aspen Institute

All rights reserved
Printed in the United States of America
ISBN: 0-89843-458-0

06-018

1562CSP/06-BK



ontents

FOREWORD, CHATIES M. FIT€SEOME weveeeeeeeeeeeeeeeeeeeeeeeeeseeesesnesesseseseseseessnees v
EXECUTIVE SUMMARY ..ottt eeeeeeeeeeeseeeeseeeseeeseseesessessssesssseesane ix

CLEARING THE AIR:
CONVERGENCE AND THE SAFETY ENTERPRISE, Philip J. Weiser ........... 1

I. ViISION StateIMENt...ccuiciruiiereiiiieiiienieeeeeesreeereesreesseeesreeeseesseessssessesenes 3

I1. Challenges that Plague Public Safety and

Technological Opportunities that Lie Ahead ......ccoceoeceerrccnnnnenencne. 7
A. Limitations of Public Safety Communications Systems...........cecveueueee. 8
B. Opportunities from an Integrated Communications Architecture......... 9
C. A New IP-Enabled Architecture .........cceueueueueueueereuerenereieieeerenenenne 14
II. Transforming Public Safety Communications.........c.cceeeveverererenenee 20
A. The Centrality of INCENLIVES ......cvveeeeuereeiieeeieeceteeseeieeeaeaene 22
B. Toward Effective Allocation of Responsibility ...........oveeeevrenecueureneacs 25
TV, CONCIUSION ..ttt ettt ettt ssesenene 34
APPENDIX
PartiCIPantS....c.ccceeriruenieinriineineteteereenree ettt 43
ADOUL the AULNOT ...cceiiierirrererrr st 47
Selected Publications from the Aspen Institute
Communications and Society Program ..........cccececeeeveveueerererecrerererenenen 49
The Aspen Institute Communications and Society Program ................ 55

ii



The reader should note that this report is written from the perspective of an
informed observer at the conference. Unless attributed to a particular person, none
of the comments or ideas in this report should be taken as embodying the views or

carrying the endorsement of any specific participant at the conference.



oreword

he crisis in emergency response communications is a long-standing

problem that has recently become impossible to ignore. The after-
math of Hurricane Katrina, including at least 1,330 deaths and $96 billion
in property damage,' was a striking reminder of what can happen when
communications break down during a disaster. Even more tragic was the
loss of life in the World Trade Center on September 11,2001, caused by the
lack of interoperable communications among New York City first respon-
ders. These tragedies are visible examples of problems of operability and
interoperability in the “safety enterprise” sector we face every day.

The sources of confusion are complex but obvious. The public safe-
ty community relies on antiquated equipment that largely uses narrow-
band connections, often forfeiting the benefits new digital technologies
have rendered in the private sector. The combination of custom-manu-
factured, single-purpose radio equipment and dedicated spectrum gen-
erates added expenses and frustrates cooperation and information
sharing. Although integrated broadband solutions to common prob-
lems have emerged in the military and commercial sectors, such tech-
nological answers are lagging in the safety enterprise sector—the vast
array of public agencies (e.g., fire, police), hospitals, shelters, food,
transportation, information providers, and many other public and pri-
vate organizations that respond to disasters and emergencies.

Moreover, commonly proposed solutions are unlikely to end this
fragmentation. Many participants in the current policy debate call for
even more expensive and specialized equipment and dedicated spec-
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trum. Such a response, however, fails to provide the broad shift in the
approach to communications that the emergency community needs.

In short, what new policies might break through this situation that
the federal government is willing to pay billions of dollars to correct and
citizens in every community expect to be solved? More particularly,
what communications and spectrum policies are necessary and appro-
priate to move the safety community to more modern, integrated, and
effective solutions?

To address these issues, the Aspen Institute Communications and
Society Program devoted its spring 2006 meeting of the Aspen Institute
Roundtable on Spectrum Policy (AIRS) to a dialogue among public
safety officials; spectrum experts; and executives, specialists, and gov-
ernmental leaders from the telecommunications, Internet, and infor-
mation industries in which participants sought to define the problems
plaguing today’s public safety systems and envision an effective modern
system for tomorrow. The Roundtable, “Clearing the Air: Convergence
and the Safety Enterprise,” met at the Aspen Institute Wye River
Conference Center in Queenstown, Maryland, May 7-9, 2006.

Phil Weiser, Executive Director and Founder of the Silicon Flatirons
Telecommunications Program at the University of Colorado, has distilled
the discussion into a coherent description of emergency communications
problems and realistic means for solving them. Beginning with a vision
statement that sets forth a new model for public safety communications
and integrated information management across the entire safety enterprise,
this report goes on to describe both the challenges public safety agencies
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currently face and the new architecture they should embrace. It ends with
a series of recommendations on how to make this vision a reality.

To unify the broader safety community while addressing differing
needs, conference participants recommended a “network of networks”
system for emergency communications. A backbone network based on
an Internet Protocol (IP) standard would allow all connected agencies
to share information and services without depending on outside or vul-
nerable physical networks. Such an architecture could accommodate
advances in wireless and wired technologies and thereby continue to
improve public safety effectiveness in the future.

The rapid evolution of commercial technology also provides an eco-
nomic opportunity for the safety enterprise. Adopting and adapting
commercially produced equipment could generate significant
economies of scale while making networks more dependable during
crises. More generally, participants suggested that the emergency
response community should focus more on finding the best means to
achieving specific goals (for instance, increasing mobility or depend-
ability) rather than being trapped by certain preconceived technologies.

The greatest barrier to this ideal integrated system is not technical but
managerial. Corporations and the military have already developed and test-
ed digital communications technologies that could, with some adaptations,
prove invaluable to emergency response services. Although a handful of
existing demonstration projects are revealing technology’s potential in the
safety-enterprise sector, such progress is moot without effective governance
ensuring that such advances are universally and uniformly adopted.

vii
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During the Roundtable, participants developed next steps and long-
term goals for federal, state, and local governments. Providing incen-
tives and assigning responsibility could simultaneously ease and hasten
the transition to a new model for safety communications and informa-
tion management. Local agencies can no longer function effectively in
isolation. Only with cooperation and integration at all levels of gov-
ernment can emergency response systems serve the needs of the public.
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xecutive Summary

he 2006 Aspen Institute Roundtable on Spectrum Policy (AIRS) on

“Clearing the Air: Convergence and the Safety Enterprise” empha-
sized the significant opportunity that is available to the public safety
community to embrace new information and communications tech-
nologies. The public safety community today relies on (1) antiquated
equipment that (2) largely uses narrowband connections, (3) is manu-
factured solely for their needs, and (4) uses spectrum dedicated to them.
In response to the current crisis of public safety communications, many
observers advocate “more spectrum and more money” to address what
is often referred to (in misleading terms) as the “public safety interoper-
ability problem.” The real problem, however, is that the current trajec-
tory—including much of the current policy debate—focuses too nar-
rowly on public safety entities; too specifically on issues related to radio
communications; and, more generally, on the wrong solutions.

The AIRS participants recommend a new strategy. In particular, the
public safety community should migrate away from its traditional
reliance on specialized equipment and embrace an integrated broad-
band infrastructure that will leverage technological innovations rou-
tinely being used in commercial sectors and the military. Notably, by
recognizing the power of Internet Protocol (IP) technology—regularly
used by large, medium, and small enterprises to enable their businesses
to work effectively—public safety agencies can unite disparate users,
adopt enhanced and secure applications that use open standards, and
facilitate interoperability through a “network of networks” strategy.
Policymakers can thereby ensure a more effective emergency response
strategy and more reliable communications during times of crisis.

ix
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The “network of networks” vision for emergency management
(including public safety agencies) can work in conjunction with tradi-
tional reliance on dedicated land mobile radio systems. This vision,
however, will provide far greater functionality than the traditional sys-
tem and facilitate interoperability and data exchange between different
stakeholders. It will give rise to economies of scale that will enable pub-
lic safety agencies to adopt innovative technologies in an affordable
manner. This vision will not implement itself, however. It will be real-
ized only if federal policymakers develop a series of incentives and pro-
vide the necessary guidance so that federal, state, and local officials all
do their parts to transform the current state of public safety communi-
cations and information management. Only through state-centered (or
region-centered) leadership will a disparate set of public safety agencies
be able to cooperate and embrace a next-generation vision that will
provide far greater levels of operability and interoperability.

This report proceeds in three parts. First, it outlines a vision state-
ment that clearly sets forth a new model for public safety agencies’ use
of information and communications technology. Second, it describes
the basic challenges that currently confront public safety agencies and
describes the new architecture they should embrace. Finally, it sets
forth a series of recommended strategies (and action items)—including
a suggested assignment of responsibilities to federal, state, and local
officials—that will enable this vision to become a reality.
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I. Vision Statement

Public safety agencies have the opportunity to embrace and migrate
to an affordable, effective, and efficient system of information and com-
munications technologies and away from the expensive, “silo”-based
approach. To do so, we recommend an integrated vision that addresses
transport needs (i.e., wired and wireless access); embraces the open stan-
dards used widely by corporate information technol-
ogy (IT) departments (e.g., those associated
with Internet Protocol [IP] networking);
includes adoption of applications and
devices that are tailored to serving the
needs of public safety agencies; and
develops a system of governance, poli-
cies, and protocols to ensure that
information and communications
technologies are used effectively and
intelligently. The technology to achieve
this vision is not novel. It is widely avail-
able in the commerecial sector and is prolifer-
ating at a very rapid rate. Moreover, this technol-
ogy can be tailored to meet the unique needs of public safety without too
much difficulty. Bringing it to the public safety sector, however, will
require federal, state, and regional leadership—in particular, a set of
high-powered incentives that will change the prevailing silo-based

These changes...
call for a culture change
that embraces a new
model of governance and

a new technological
architecture.

This report uses the term “public safety” to capture a broad range of entities involved in emergency
response. In particular, this report emphasizes that opportunities to use information and communi-
cations technology effectively are not limited to traditional “first responders” (such as fire and police)
but also extend to all agencies and organizations that are likely to respond to emergency situations
(e.g., agencies concerned with transportation infrastructure, public health providers, electric utilities).
Moreover, this report also takes a broad view of information and communications technology—
including not simply the wired and wireless local networks but also technology associated with access-
ing and sharing critical information—even though the text does, as a shorthand, sometimes use the
term “public safety communications.”

3
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approach that is common in today’s world of public safety communica-
tions. These changes are not simply about throwing more money and
spectrum at the problem; they call for a culture change that embraces a
new model of governance and a new technological architecture.

Given the significant amount of spectrum and federal grants about to
become available, there is an opportunity for the federal and state govern-
ments, along with public safety agencies and the private sector, to create a
new vision for the use of information and communications technology in
emergency management. Notably, unless the federal and state govern-
ments reform the system of governance for public safety communications,
they will fail to implement a new technological vision that will solve the
widely recognized communications needs of public safety agencies.
Moreover, the current system of granting each agency its own license for a
narrow slice of spectrum for its own use will not be able to support the
broadband connectivity that is increasingly essential for effective public
safety communications. Unfortunately, many policymakers do not appre-
ciate the technological opportunity available to public safety, nor that
facilitating more effective uses of information and communications tech-
nologies will depend far more on coordination and governance than sim-
ply providing more spectrum and federal grants.

The new technological architecture we recommend is a flexible struc-
ture that is based on a “network of networks” concept. The public safety
community faces a disparate array of needs, but all public safety agencies
can be served effectively by next-generation systems that enable them to
access reliable, redundant broadband networks (including wireless and
wireline). Regardless of the access technologies used, all public safety
agencies should rely on an IP backbone network that would connect them
with other relevant stakeholders (e.g., public health officials). By embrac-
ing IP technology and a network of networks concept, public safety agen-
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cies will be able to use a set of tools and shared services that are not tied
to—and dependent on—particular physical networks. In so doing, pub-
lic safety agencies will migrate from reliance on single-purpose, fragment-
ed networks into an interconnected system that will provide far more
effective emergency communications—encompassing E-911 calls, an
emergency alert system, and communications with public safety agencies
as well as other affected entities (e.g. public health agencies).

Within this network of networks, there should be available, on a
shared basis, several specific applications to enable effective emergency
response. The list of agencies and organizations connected to the net-
work should be as inclusive as possible, encompassing not merely tradi-
tional first responders and all emergency agencies but also those that
would link up to an emergency alert system and those providing critical
infrastructure (e.g., electric utilities) or other private or public entities.
Significantly, connection to the network would not equate to access to all
information carried on the network; a system of rights management
would be implemented to govern appropriate use and access to the net-
work for voice, data, images, or video. Moreover, connection to the net-
work would be managed on a priority basis so that certain agencies
would be guaranteed access during times of an emergency and others
(such as commercial or selected governmental agencies) might be given
lower priority or denied access during emergency conditions.

The fundamental premise underlying a network-of-networks archi-
tecture is that it can accommodate legacy solutions and does not require
a one-size-fits-all solution. To its great credit, this architecture wel-
comes and benefits from innovation in wireless technology (such as
high speed, wide area third-generation wireless broadband technology
already being deployed by commercial wireless carriers, mesh network-
ing wireless broadband systems, hybrid satellite-terrestrial networks,
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and software-defined radio). Similarly, it enables disparate technolo-
gies—such as satellites, commercial terrestrial systems, and traditional
land mobile radio systems—to work together. Managed properly, this
architecture will enable continuous technological improvements (such
as the ability to use multi-mode radios and decision support software)
to incorporate and support a variety of wired and wireless devices.
Significantly, such an architecture can enable joint-use public
safety/commercial networks so that public safety can be given priority
when necessary while allowing private-sector uses that will substantive-
ly defray network infrastructure and ongoing modernization costs. In
short, with the proper incentives and the confidence that comes with
seeing new systems work, we believe that the public safety community
will be able to escape the current silo-based environment and benefit
greatly from available commercial networks and general purpose tech-
nology that can be adapted and geared toward their specific needs.

In the wake of recent system failings in public safety and governmen-
tal communications (e.g., Hurricane Katrina and September 11, 2001),
there is a policy window for creative thinking and development of a new
model for public safety communications. Consequently, we urge policy-
makers to reconsider the current policy course—consisting of more
money and more spectrum for public safety agencies—and to embrace
the virtues of a new model. In short (and as elaborated in Part III of this
report), this model would rest on the following four basic principles:

+ Migration away from a single-purpose network composed
purely of specialized equipment and toward a multi-purpose,
flexible network of networks concept.

« An end to the culture of information silos and embrace of an
ecosystem of shared access to a network based on Internet
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Protocol technology. By embracing such a unitary network for
scores of different agencies, state governments can facilitate huge
efficiency gains and provide more effective service to the public.

+ Use of a rights management system that provides access to a
variety of core services and valuable applications through a net-
work of networks. This system can protect the integrity and
security of sensitive government information and databases
while enabling access—as needed and appropriate—across an
array of agencies that will provide emergency services.

* An integrated system of leadership and governance to oversee
the transition from from the balkanized system that limits the
effectiveness of public safety communications to one based on
a network of networks architecture.

I1. Challenges that Plague Public Safety and Technological
Opportunities that Lie Ahead.

“The hard part” of solving the problems of
public safety communications “has nothing
to do with technology,” explained Robert
Pepper, former Chief of the Federal
Communications Commission’s (FCC)
Office of Plans and Policy and Senior
Managing Director, Global Advanced
Technology Policy, Cisco Systems.
Secretary of Homeland Security Michael
Chertoff underscored this point recently as
well, explaining that the challenge is “not a

The problems of public

safety communications

have “nothing to do
with technology.”

Robert Pepper
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technological challenge” but a management challenge.” Realizing that
untapped technology is available to public safety is a critical part of any
effort to address the limitations in public safety communications and
information technology systems. Unfortunately, recent tragedies—
notably, Hurricane Katrina and September 11—remind us that this
insight must be addressed as a national priority.

A. Limitations of Public Safety Communications Systems

Hurricane Katrina did not teach us of any failings in public safety
communications systems, said David Aylward, Director of COMCARE
(a nonprofit organization that focuses on emergency communications);
it merely reminded us of lessons that had been taught many times
before.® These lessons, Pepper added, are that as a nation we must focus
on three distinct concerns—operability, interoperability, and modern-
ization. Operability addresses the point that public safety systems must
be robust, reliable, and survivable. In the aftermath of Hurricane
Katrina, the breakdown of conventional public safety systems—in par-
ticular, land mobile radio systems (LMRs)—as well as commercial sys-
tems (e.g., cellular and wireline services) left critical governmental ser-
vices unable to function. In the case of the September 11 attack, by con-
trast, the inability of LMRs operated by different uniformed services—
notably, police officers and firefighters—to interoperate (i.e., share
information via voice and data communications on demand and in real
time) prevented them from communicating with one another and shar-
ing critical information.

The current path of public safety communications often involves use
of specialized blocks of spectrum that are paired with single-purpose
radio infrastructure. In practice, this arrangement means that public
safety agencies are limited to narrowband channels and specialized
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technology and do not benefit from economies of scale. Most current
interoperability initiatives are limited by this legacy mindset—that is,
they often revolve around efforts to dedicate more spectrum to public
safety for the explicit purpose of promoting interoperability between
disparate technologies rather than promoting the concept of internet-
working. Consequently, they often envision (and call for) the purchase
of single-purpose equipment specially designed for public safety rather
than adoption of commercial technology built around the network-of-
networks concept.

The balkanized state of the public safety information and communi-
cation technology system, with different agencies (even in the same
jurisdiction) using different islands of technology, is a case study on how
not to develop an IT enterprise. First, by purchasing expensive, single-
purpose radio systems, most agencies adopt an architecture that does
not allow for evolution and dynamism. Second, the specialized radios
generally purchased by public safety agencies are not—contrary to the
aspirations of the Project 25 effort'—produced by a large number of
vendors and remain very expensive. Finally, the IT systems public safe-
ty agencies use generally rely on intelligence embedded in the physical
radios—as opposed to in a logical layer (e.g., consisting of Internet
Protocol-related standards) that is easily configurable and extensible—
and are not generally able to carry both voice and data communications.

B. Opportunities from an Integrated Communications Architecture

In all sectors other than public safety, the powerful trend in IT as well
as in communications policy is away from a silo mentality. Increasingly,
IT and communications equipment can take advantage of enormous
advantages in digital processing power (i.e., Moore’s law), digital com-
pression technology, and advantages in storage technology. These
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forces, often grouped under the framework of the “digital broadband
migration,” are reshaping almost all aspects of the telecommunications
industry. In particular, these technological developments—in conjunc-
tion with open standards associated with the Internet Protocol (IP)—
facilitate enormous innovation and enhanced functionalities for new
communication platforms.

Users of information and telecommunications technologies have
adopted new digital technologies at a rapid clip over the past five years.
Federal Express, for example, can track delivery

of packages in a highly effective manner,
using wireless technologies to provide
information from a delivery agent
back to its databases within seconds.
Speaking from personal experi-
ence, Kevin Kahn, Intel Senior
Fellow and Director of the
Communications Technology Lab
at the Intel Corporation, recounted
that he has received a package and
quickly accessed the FedEx website via
his home computer to find it updated
with the information that the package was
delivered. Similarly, several AIRS conferees

reported that the U.S. military has adopted IP technology that is enabling
it to maintain its legacy technologies and adopt cutting-edge innovations.

“Emergency radio
services need to exit their
government technology ghetto
and get onboard advanced net-
works—as smart customers,
not Soviet-style suppliers.”

Thomas Hazlett

Despite innovations associated with the digital broadband migration,
public safety agencies continue to exist in a universe of specialized systems
with a limited ability to adopt new technologies or interoperate with dif-
ferent systems. Thomas Hazlett, Professor of Law and Economics at

10
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George Mason University (GMU), captured the roundtable’s perspective in
stating, “Emergency radio services need to exit their government technolo-
gy ghetto and get onboard advanced networks—as smart customers, not
Soviet-style suppliers.”” Whereas public safety agencies once were regarded
as “special” and unable to adopt commercial
solutions, conventional wisdom increasing-
ly recognizes that a balkanized system
deprives public safety agencies of
advanced technologies that can pro-
mote greater operability and interop-
erability.* As Dean Brenner, Vice
President of Government Affairs for
QUALCOMM, Inc., said, the tradi-
tionally balkanized system for public
safety communications “deprives pub-
lic safety of the benefits that commercial
enterprises reap from the rapid pace of
technological innovation in the commercial
wireless market and the economies of scale that exist in that much larg-
er market.” In practice, Brenner added, many public safety agencies use
commercial wireless technology—such as wireless phones and person-
al digital assistants (PDAs)—but their use of that technology is not well
coordinated, managed effectively for their needs, or coupled with adop-
tion of appropriate applications.

Charles Werner, Chief of the Charlottesville (Virginia) Fire
Department, emphasized that public safety needs to “explore new paths
and embrace new technology models.” To that end, Werner explained
that Charlottesville is developing a demonstration project that will use an
extensible, Internet-based architecture that will include commercial sys-
tems. This vision parallels that advanced by the National Reliability and

The traditionally
balkanized system for public
safety communications
“deprives public safety of the
benefits that commercial
enterprises reap....”

Dean Brenner

11
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Interoperability Council’s (NRIC) Focus Group 1D, which calls for an
emergency communications system that is linked in an “inter-network”
fashion. In particular, the Focus Group’s report recommended “a set of
policies, tools, interfaces and standards that securely connect the multi-
plicity of local, regional and national wireline and wireless networks.”

Significantly, the new path made available by improved technology
and being deployed in a few demonstration projects relies on a funda-
mentally different architecture than traditional public safety systems.
This architecture, which is flexible, extensible, and based on IP technolo-
gy, provides a far more effective means of ensuring both operability and
interoperability than simply providing more spectrum and more funds
for traditional equipment. As Jon Peha notes, “One cannot easily ‘fix’
interoperability as an afterthought to today’s infrastructure, any more
than one can easily ‘fix’ fuel efficiency on a racecar that was designed for
maximum speed.”® Moreover, fixing public safety’s communications sys-
tem, as Stagg Newman, President of Pisgah Communications Consulting
and former FCC Chief Technologist, underscored, is not simply about
technology; it’s about effective governance systems that ensure that pubic
safety agencies adopt appropriate technologies.

In the view of almost all roundtable attendees, public safety agencies
should embrace the opportunity to purchase commercial, off-the-shelf
products and services as part of a network-of-networks architecture.
According to Kevin Kahn, there are huge economies of scale for equip-
ment that uses the recently released spectrum in the 4.9 GHz band, and
the soon-to-be released 700 MHz band for public safety uses will sit
right near heavily used commercial bands. In short, Kahn added, there
are “huge benefits by piggybacking on developments already happening
in the $35 radios being developed for the commercial bands.” As
Werner noted, public safety agencies “need to change the present para-

12



The Report

digm of what we are doing to get what we want,” focusing not on
whether equipment is specially made for public safety agencies but on
whether it meets the requirements and specifications for effective pub-
lic safety communications.

Dale Hatfield, former FCC Chief Engineer and now adjunct professor
at the University of Colorado, reminded the group that there are
economies of specialization that, in some cases, outweigh the value of
economies of scale. In particular, in certain parts of
the country—Alaska and Montana, for exam-
ple—there is a compelling reason to operate
at 150 MHz, where radio propagation
characteristics are more favorable for
wide-open areas. Moreover, as Professor
Hatfield explained, some of the special-
ized systems play a critical role in ensur-
ing a very fast call setup time that is nec-
essary for “shoot-don’t shoot situations.”

“If we learned anything
from Hurricane Katrina,
it is that we cannot rely
solely on terrestrial
communications.”

.1 . . ) 00 i Art
Specialized radios, as Hurricane Katrina CC Chairrman Martin

reminded us, face major operability challenges
during certain times of crisis, ranging from failure

of communications-specific systems (antennas, transmitters) to nonspe-
cific issues (electricity). In the case of Katrina, there was an absolute crisis
of ability to communicate; the major source of viable communications
technology was a satellite connection. Emphasizing this point, FCC
Chairman Martin explained, “If we learned anything from Hurricane
Katrina, it is that we cannot rely solely on terrestrial communications.”
Moreover, in some areas, wireless Internet service providers (ISPs)—using
more flexible emerging broadband systems—were able to restore service
in a far more nimble fashion than specialized radios, deploying networks

13
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spanning several miles in just one to two days." Finally, as Dean Brenner
of QUALCOMM pointed out, portable equipment—such as very small
deployable cellular base stations—can be used to provide service for emer-
gency personnel within a given area when networks go down.

In short, even though there is no one-size-fits-all solution, there are
tremendous improvements that can and must be made to our system of
public safety communications through more effective coordination and
anew architecture that is based on IP technology and a network-of-net-
works approach, tailored for the needs of public safety. This architec-
ture need not and should not replace particular needs—for example,
the decision to use satellite overlays in some cases and lower frequency
bands in others. Instead, it should incorporate such options and dis-
place the culture whereby local public safety agencies jealously safe-
guard their prerogatives and protect their turf. Only by changing that
culture and adopting a network-of-networks architecture can public
safety agencies upgrade their technological capabilities, facilitate more
effective operability, and establish interoperable systems.

C. A New IP-Enabled Architecture

In all major corporations there is a commitment to an enterprise
architecture managed by an IT department. For public safety agencies,
however, there is no such overall architecture and thus limited ability to
connect networks and share information. Despite the success of the
enterprise model, there remains a strong attachment to a “public safety
exceptionalism” that calls for continued use of specialized radios and an
interoperability solution that is based on interconnection at the physical
layer. The AIRS conferees rejected this approach and recommend an IP-
based solution for connecting disparate networks at higher layers (either
the logical layer or the applications layer)." To appreciate the nature of
this architecture, note that the logical layer depicted in Figure 1 (as layer
1) can tie together disparate physical networks and applications.

14
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Applications

Open Bearar
Transport Services and Semvice Interace
Layer2 Representation Standards
{fax, video, audio, text. and so on)

QDN Bearer Service

Metwork Technology Substrate

Figure 1:A Four Layer Model for an Open Data Network

Source: Computer Science and Telecommunications Board (CSTB), Realizing the Information
Future: The Internet and Beyond (Washington, D.C.: National Research Council, 1994)
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The basic Internet-enabled architecture major corporations use
relies on a broadband access network that is connected to an Internet
backbone network and is managed by “core application services.”
Significantly, this architecture does not necessarily mean that the cor-
poration relies on the public Internet at all. Instead, by using Internet
technology (sometimes referred to as an “Intranet” system), corpora-
tions can manage their own private networks, connecting their branch
offices, supply chain partners, and customers. Such a network, howev-
er, would not make available all applications to all users who connect to
the network; customers would not be entitled to view payroll informa-
tion, for example. Instead, it would use a system of “rights manage-
ment” to limit who could query what information stored on a shared
system. In the context of public safety, police officers would have access
to a gang database, but ambulance services would not need such access.
To outline the overall structure of such a system, Figure 2 describes the
relationship between transport networks, data standards, core services,
agency applications, and the overall policies and protocols that govern
the use of the system.
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Policies & Protocols

= Multi-level governance

= Distribution and response protocols
= Policies for Core Services

Agency Applications

= Software to support agency operations

= Tools to manage data, enhance data and
support decision making

= Localiregional network services

— Core Services
= Shared utilties available to all authorized
agencies, such as Authentication,
Authorization, Locator, Discovery,
Transformation and Diagnostic services

— Data Standards
= Standard message structures, profile and
data content so information is universally
understood
= Legacy system interfaces to standardized
center

'— Transport

= Connect all agencies and organizations

= Physical connections (wired and wireless)

= Management of data delivery between
network devices

Figure 2: Model of a basic rights management system
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To many nontechnologists, Figure 2 does not convey how a system
based on Internet technology and open standards provides a platform for
innovation and creativity. This platform, however, is fundamentally dif-
ferent from (and superior to) today’s specialized systems, which provide
little opportunity for customization, evolution, or innovation.
Significantly, this model allows—within a shared network environ-
ment—different agencies to make decisions
within their area of responsibility. In par-
ticular, a system of rights management
can authenticate who is a permitted
user and what access to information

that user is entitled to—regardless of
what underlying network they are
using. Moreover, a basic rights man-
agement system can be customized so
that in one jurisdiction the fire depart-
ment might choose to share informa-
tion with the local electric utility and, in
another jurisdiction, it might choose not to
share such information. The power of this model
is that such decisions are made as management decisions, not by default
(and hard-wired in) because of technological limitations. Consequently,
as Kevin Kahn of Intel emphasized, such a network can easily accommo-
date and allow access for entities that may seem peripheral to emergency
response and the safety enterprise (e.g., the power company), but can be
crucial participants in resolving a particular emergency situation.

The power of the
rights management model
is that decisions are made
as management decisions,
not by default because
of technological
limitations.

Figure 2 depicts an architecture that has yet to be fully developed. For
example, the set of standards being used by commercial firms is unlike-
ly to meet all of the needs of public safety agencies. Consequently, once
the move to this architecture picks up speed, one would expect that the
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public safety community would drive the development of new standards
to facilitate applications that meet their particular needs.” As Kevin
Kahn explained, new Internet standards “operate based on a proof of
concept model that can meet a need” and use “an iterative approach as
opposed to developing all of the possible requirements at once” To
begin, however, Kahn recommended “using existing systems and seeing
what works.” Jennifer Warren, Senior Director of Trade and Regulatory
Affairs for Lockheed Martin, built on this suggestion, noting that the
military recognizes the value of a “systems integration approach” in
which the focus often is on solutions, not specific technologies. This
model allows for a system of “spiral development,” enabling ongoing
integration of new, proven technologies into a system built on legacy sys-
tems. Significantly, the U.S. Department of Homeland Security (DHS)
has been moving in this direction recently, including in developing a
Statement of Requirements."”

The effort to adapt Internet technology to enable public safety agen-
cies to communicate more effectively is just beginning and could take
different directions. One near-term solution, advanced by Cisco, would
connect existing radio systems into an IP gateway." Longer-term solu-
tions depend on build-out of broadband communication systems—
either through a commercial provider that also serves other customers
(to build greater economies of scale) via a dedicated high-speed wide
area broadband technology (e.g., EV-DO) or through a wi-fi or
WiMAX-based solution.” Significantly, however, an Internet-based
architecture would be modular and flexible, so different agencies could
all interoperate while experimenting with different broadband access
solutions. Moreover, by using technologies such as multi-mode radios,
public safety agencies can incorporate their legacy technologies into a
broader architecture that would work alongside new broadband sys-
tems that could even include a satellite overlay component.'
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II1. Transforming Public Safety Communications

The balkanized system of public safety communications reflects not
technological limitations per se but the challenge of changing a culture
whereby each local agency jealously safeguards its own purchasing per-
ogatives.” “The people part of the equation is 90 percent of the prob-
lem,” reported Charles Werner of the Charlottesville Fire Department.
“It’s a control issue. Each agency has its own channels and is unwilling
to give them up. This dates back to the building of each of these sys-
tems individually.” In essence, the prevailing cultural norm is that the
police don’t want to take orders from firefighters, and vice versa—
meaning that if either agency controls its own communications infra-
structure, the other is not about to be subservient on matters of equip-
ment purchasing or maintenance. Unfortunately, as Hank Hulquist,
Assistant Vice President of Regulatory Planning & Policy for AT&T,
added, the current system of spectrum allocation and assignment only
reinforces this norm and the current model. By dividing spectrum into
locality- and agency-specific licenses that are given away in a manner
that discourages more efficient use (for example, by not providing a
right to lease the spectrum to others), the current system of spectrum
management creates the illusion that there is no cost to amassing spec-
trum or operating one’s own wireless network (and broader informa-
tion and communications technology).

One systemic problem with public safety communications networks
is that local officials often decide how to design and operate their own
private networks without any incentive to coordinate with adjacent net-
works, which are similarly designed in isolation. In a more rational sys-
tem, David Aylward of COMCARE emphasized, local fire chiefs, for
example, would not operate private networks; they would use virtual
private networks (VPNs) on a shared physical infrastructure. Some
states, such as Virginia, have already begun to move in this direction,
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developing a statewide wired IP-based network that can carry all emer-
gency communications. In practice, such networks will be able to serve
a variety of needs, with network management functions served by the
relevant applications and controlled
(through rights management) by local
officials. Such a system would enable
interoperability at the applications
layer (as opposed to at the physi-
cal layer) and would rely on a sys-
tem of rights management.

Policymakers will need to
understand that the twin “fixes”
of more spectrum and more
money will not address the
current failings of public
safety communications.

Fortunately, policymakers
recognize the compelling nature
of this vision, explained John
Kneuer, Acting Assistant Secretary
of Commerce for Communications
and Information of the National
Telecommunications and Information
Administration (NTIA). In fact, the President’s
Spectrum Policy Initiative highlights the need for enhanced coordina-
tion and recently embraced, as a valuable demonstration project, the
Wireless Accelerated Responder Network (WARN) project, which pro-
vides broadband access to a variety of agencies and permits interopera-
ble, city-wide, real-time video tools for remote surveillance and detec-
tion.” Unfortunately, policymakers have yet to embrace an effective
strategy to create incentives for local jurisdictions to cooperate more
effectively on a systematic basis.

A critical challenge moving forward is charting a transition to a new
model for public safety communications. The current focus, as
Howard Woolley of Verizon Wireless reminded AIRS conferees, stems
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from the Deficit Reduction Act of 2005, which is the most recent “plan
of record” on public safety interoperability from Congress and the
administration. In essence, that model focuses on providing more
money—$1 billion for interoperability grants—and more spectrum—
24 MHz of spectrum cleared as a result of
the digital television (DTV) transition—
to address the failings of public safety
communications. As the hard date
for the DTV transition (February
17, 2009) approaches, however,
others have argued that policy-
makers will need to understand
that the twin “fixes” of more spec-
trum and more money will not, by
themselves, address the current fail-
ings of public safety communications.
Instead, as Congress is beginning to
appreciate,” a new vision for how technology
will be used and more assertive federal and state leadership will be nec-
essary to migrate toward a next-generation system for public safety
communications.

“With the incentives
currently in place for local
public safety communications
managers, we should not
be surprised by the
system we have.”
Robert Atkinson

A. The Centrality of Incentives

“With the incentives currently in place for local public safety com-
munications managers, we should not be surprised by the system we
have,” explained Robert Atkinson, President of the Information
Technology and Innovation Foundation. After all, “we don’t charge for
spectrum, and there are no incentives for cooperation”—meaning that
the behavior of public safety agencies is in line with the generally slow-
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paced adoption of electronic communications by federal, state, and local
governments and accounts for their relatively inefficient use of valuable
spectrum. As Jennifer Warren of Lockheed Martin suggested, providing
incentives for state-level engagement will prove most effective in pro-
moting progress because the real challenges of fragmentation and man-
agement will not be solved by extracting fees from the public safety com-
munity. In any case, AIRS conferees agreed
that once the incentives change, we can
expect the behavior of the relevant
managers to change.

The critical challenge for
policymakers is to design a

system of incentives that will
facilitate “movement to
multi-purpose networks
using shared spectrum.”

In many respects, the state of
public safety communications
stems from a classic “principal-
agent problem.” In particular, the
central motivating force for the
behavior of most local officials is
to continue operating in an envi-
ronment that is comfortable to them
to maintain their perceived control over
the communications infrastructure, even if
the result is an inferior technological system that
compromises the effectiveness of public safety agencies. As Tom Hazlett
of GMU noted, this dynamic is what makes the public safety commu-
nications problem so tragic. In particular, there are complementary
interests and rights that could be combined for the good of the public,
but the self-interests of individual managers are highly divergent, so
forging cooperative arrangements is difficult.

Michael Calabrese

The critical challenge for policymakers is to design a system of incen-
tives that will facilitate “movement to multi-purpose networks using
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shared spectrum,” concluded Michael Calabrese, Vice President and
Director of the Wireless Future Program at the New America
Foundation. Confronted with an option to move to multi-purpose,
Internet technology-enabled networks, local public safety officials often
invoke concerns over network reliability and
security. These concerns, however, often
are more myth than reality. For exam-
ple, large numbers of critical mission
networks rely on commercial off-
the-shelf (COTS) equipment and
commercial networks that use
Internet technology. Moreover,
the flexibility of such networks,
particularly when they are part of
an extensible architecture that
includes legacy equipment, promises
levels of redundancy that far exceed the
capability of current networks.

Culture change will
not take place without
leaders who are willing to
acknowledge that the current
model of public safety
communications is

broken.

The AIRS conferees recognized that the incentives must overcome
the culture of resistance. As Charles Werner of the Charlottesville Fire
Department explained, the history of fiefdoms within the respective
agencies obscures “gains from cooperation.” In many cases, managers
of legacy radio systems tell chiefs that “you need to stick with the tradi-
tional land mobile radio system” or the system won’t remain secure. To
be sure, education and demonstration projects are part of the answer
because there is a basic lack of understanding about how modern net-
works are designed and managed—for example, security typically
stems from effective encryption, not physically separate networks. Yet
education alone will not do the trick. As Chief Werner recounted from
his experience, getting beyond the silo-based approach is starting to
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happen where incentives for cooperation—in the form of federal
grants—create opportunities to bring together groups of distinct agen-
cies and individuals through consensus-building leadership.

The ideal strategy marries economic incentives with courageous
leadership. Culture change will not take place without leaders who are
willing to acknowledge that the current model of public safety commu-
nications—particularly contrasted with the considerable opportunities
for technological improvements—is broken. In some pockets of the
country, leaders with appropriate economic incentives have risen to the
challenge of addressing the balkanized public safety environment.
Similarly, the world of E-911, which is riddled with a related set of
problems based on local authorities operating their own call centers
and using antiquated technology,” also has seen a few notable reform
efforts that merit attention. Consider, for example, the case of Tim
Barry, the Treasurer of Indiana. As Robert Pepper of Cisco reported,
Barry convened a series of meetings with affected stakeholders to
improve emergency communications. In so doing, Barry made clear his
desire to see a more effective system put in place and, after developing
the appropriate specifications, awarded a bid to a consortium that
developed a unified IP platform—using voice over IP (VoIP) and mod-
ern IP technology—to manage a statewide E-911 network. Over time,
such cases should become the norm, and islands of local authority mak-
ing independent network decisions should become the exception.

B. Toward Effective Allocation of Responsibility

“People are willing to invest money to support enhanced public safety
communications,” Brian Fontes, Vice President of Federal Relations for
Cingular Wireless, commented. Unfortunately, “the lack of a centralized
management structure—especially with respect to technology specifica-
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tion and acquisition—means that limited resources are spent in an unco-
ordinated and less efficient manner,” and we continue to make only min-
imal progress. Because federal grants have largely followed the model of
allowing local agencies to dictate their purchasing priorities, the federal
government has failed to prod states and localities toward a new, consis-
tent technological architecture. Consequently, as
the House of Representatives Committee
Investigating the Katrina Disaster conclud-
ed, “State and local governments [con-
tinue to be] responsible for designing
and coordinating their efforts, and
[have] failed to make meaningful
progress despite knowledge of the prob-
lem for years and the expenditure of
millions in federal funds.”*'

The goal of a next-
generation architecture is
to provide localities with
greater tools and flexibility
without having to
manage the underlying
technology.

To spur the significant culture change
required to adopt a new technological
model, the federal government must adopt a

more proactive stance on (1) embracing the type
of architecture outlined in this report; (2) encouraging state leadership
and coordination to spur that transition, including use of accountability
metrics to ensure that federal funds are spent effectively; and (3) sup-
porting demonstration projects, new standards development activity, and
publicity for best practices. This type of role for the federal government
best leverages its strengths—in particular, its control of funds and spec-
trum—and empowers state and local governments to adapt their
responses to local circumstances.

After detailing the proposed action plan for the federal government,
we discuss the proposed responsibilities for state and local govern-
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ments. At the outset, we emphasize that this division of responsibility
follows from four basic principles:

1. Emergency response is a local activity that must remain local. In
particular, local public safety agencies must remain in control of
information and communications systems at the logical/func-
tional layer so they can perform their duties effectively. Therefore,
the goal of a next-generation architecture is to provide localities
with greater tools and flexibility to meet their particular needs—
without having to manage the underlying technology.

2. States (or regional authorities) should manage or oversee the
underlying network functions so that they are effective, are
interoperable, and provide the necessary core services.

3. The federal government should provide significant resources—
management, monetary support, spectrum, and support for
development of standards by representative leaders and stake-
holders—to promote a next-generation system of public safety
communications and information management through
incentives and accountability.

4. The federal government should work with all relevant stake-
holders to develop a system of agreed-upon outcomes and met-
rics to measure progress.

1. The Federal Government’s Role

The federal government must move beyond the model of simply
providing spectrum and funds to local authorities. The current model,

27



CLEARING THE AIR: CONVERGENCE AND THE SAFETY ENTERPRISE

left undisturbed, will result in more tragic results based on a cultural
mindset that is rooted in a balkanized communications ecosystem.
Thus, we recommend that the federal government commit to a series of
steps that will result in adoption of a new technological model and the
abandonment of the old mindset.

a. Defining a Next-Generation Architecture

The first step for the federal government is to develop a basic refer-
ence model (based on the network-of-networks concept) for public
safety communications and information management. This model
would outline the basic architecture that public safety agencies would
use to communicate and manage their infor-
mation needs. This system would not be a
one-size-fits-all model; it would leave
some discretion to state and local
authorities. It would specify, for
example, that a broadband access
link is critical, but it would not dic-
tate what type of technology or

The first step for the

federal government is

to develop a basic reference
model for public safety

communications strategy  (commercial  vendor,
and information municipally operated wireless net-
work, etc.) should be used to provide

management.

this link. By specifying the basic archi-
tecture, premised on the network-of-net-
works model, the federal government could
begin to move the public safety community in a direction that is more
consistent with the current (valuable) effort by SAFECOM.”

With a reference model in mind, the federal government should
develop a hierarchy of critical steps for individual state-led systems to
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embrace. This hierarchy would take the form of a set of envisioned out-
comes and specific metrics that would be used to measure progress.
The federal government is well positioned to bring together affected
stakeholders to identify available technologies and best practices that
could inform such an action plan. Again, this action plan would not
require abandonment of legacy systems or a one-size-fits-all solution,
but it would require migration toward an overall flexible and extensible
architecture that leverages technologies currently being used by com-
mercial firms.

To do its part, the FCC should gear its spectrum policy decisions to
spur adoption of the architecture outlined above. First, the Commission
should ensure that any decision to award spectrum licenses to local
agencies is conditioned on participation in a state or regional plan to
migrate to a next-generation architecture. Second, the FCC should
investigate possible strategies for facilitating development of a next-gen-
eration broadband, interoperable architecture. Such strategies could
include, but need not be limited to, (1) implicit requirements imposed
on spectrum licenses; (2) a broadband public trust model like that pro-
posed by Cyren Call (which would require providing a broadband ser-
vice to public safety in return for receiving spectrum licenses for free);”
(3) incentives for public safety to use commercially available broadband
networks; and/or (4) allowing public safety licensees to surrender spec-
trum in return for auction revenues that would be dedicated to techno-
logical upgrades and adoption of commercially available technology.
Third, the Commission should investigate strategies for better organiz-
ing the planned assignment of additional safety spectrum in the upper
700 MHz band to enable broadband networking, either on spectrum
dedicated to public safety alone or in a manner that would integrate with
commercially available spectrum. Finally, the FCC should consider
allowing secondary markets for public safety users, thereby allowing
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users to both access and lease spectrum pursuant to secondary market
rules. In particular, allowing public safety spectrum to be leased—for
example, on an interruptible basis—could raise additional revenue, cre-
ate robust networks with enhanced functionality, and reveal the oppor-
tunity costs of leaving this spectrum inefficiently used.”

b. Encouraging State Leadership

The federal government should no longer provide funds directly to
local agencies. Such a strategy only invites and facilitates the lack of
cooperation that has plagued public safety communications to date.
Instead, the federal government should work
directly with state governments to spur
them to take a leadership role in ensuring
greater levels of operability and inter-
operability among public safety com-
munications systems.” Over time,
money and spectrum provided to
states should be conditioned on
development of a coordinated strate-
gy and the effective management
required to make it happen. In so
doing, the federal government can create
powerful incentives for states to authorize
an official—for example, a state chief informa-

tion officer (CIO)—to facilitate cooperation and devel-
opment of an integrated strategy.

State governments
should take a leadership
role in ensuring greater
levels of operability and
interoperability among
public safety communi-
cations systems.

The federal government should publicize its findings with regard to
state progress and ensure that states are held accountable by the court of
public opinion. Over time, after some states begin to lead the way in
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migrating toward a new technological architecture, the federal govern-
ment can act as a referee of yardstick competition between states and
enable transparent assessments of how different states are progressing
toward a next-generation architecture. For example, when 40 states have
adopted IP backbone networks that connect all public safety agencies, E-
911 calls, and others working in conjunction with first responders (e.g.,
ambulance dispatch services), there will be considerable pressure on the
10 remaining states that have yet to do so. Moreover, the federal gov-
ernment should perform regular audits to evaluate which states are
using communications and information technology effectively.

c. Supporting Technological Development

Finally, the federal government should build on and enhance the
work spearheaded by SAFECOM, support demonstration projects,
publicize best practices, and spur new standards development activity.
One valuable vehicle for doing so is to ensure that the federal govern-
ment’s own disparate agencies are following a coordinated and inte-
grated policy. To that end, the Office of Management and Budget
(OMB) is well positioned to spur the various federal agencies to
embrace the next-generation architecture outlined above.

The federal government also can and should play a critical role in
assisting in developing standards and, ultimately, technologies that will
support a next-generation architecture. To some degree, the FCC can
help in this area by generally encouraging experimentation and develop-
ment of technologies—even if they are being trialed by commercial
firms—that can enable more effective public safety communications.
These technologies include software-defined radio systems that might
facilitate effective multi-mode radios, mesh networking systems (such as
those being deployed using unlicensed spectrum), hybrid satellite-terres-

31



CLEARING THE AIR: CONVERGENCE AND THE SAFETY ENTERPRISE

trial wireless systems, broadband data satellite services, and high-speed,
wide area wireless technologies that generally are referred to as 3G and 4G
systems. More broadly, the federal government should publicize devel-
oping technologies and the best practices for using them effectively.

Development of new standards to support public safety-centered
applications is likely to be another area where the federal government’s
leadership will be particularly valuable. For example, the federal gov-
ernment can assist in the development of standards for core services and
act as a repository for existing standards and other shared tools. For
agencies with limited resources, the federal government should commit
to support development of application service providers that host solu-
tions—such as IP computer-aided dispatch (CAD) and mapping sys-
tems—that agencies can access over broadband Internet connections.

2. State Governments

The critical role for state governments is to develop the skills needed
to oversee an integrated emergency communications strategy. Ideally,
this strategy would take a broad view of emergency response, including
the current state of E-911 technology. In any
event, it certainly would include developing
shared resources where appropriate and
ensure that all federal and state funds
were invested to advance migration to a
next-generation architecture.

The critical role for
state governments is to
develop the skills
needed to oversee an
integrated emergency
communications
strategy.

As the Indiana E-911 example
makes clear, effective state leadership
can make an enormous difference in
driving adoption of advanced technolo-
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gies that will provide for greater functionality and affordable systems.
To spur such effective leadership, each state should appoint a single offi-
cial (e.g., the state CIO or an emergency management head) to oversee
development of a statewide plan to migrate toward a next-generation
architecture. Based on the efforts of some states to better leverage the
use of information and communications technology through an
empowered and centralized CIO (where all IT employees work for a
single agency), there are strong reasons to believe that such a model can
succeed in this area.”

3. Local Governments and Public Safety Agencies

Public safety agencies play a crucial role in responding to all forms of
emergencies. Without effective communication systems, however, they
often are doomed to respond ineffectively. To
ensure effective emergency communications,
public safety agencies should act more like
enterprise customers, requiring certain
functionalities and not specifying par-
ticular technologies that they must
control and maintain. State or federal
agencies can move to this model by
developing requests for proposals and
requirements documents that can be
used by local agencies to procure the nec-
essary services and take advantage of shared
investments in information and communica-
tions technology. Increasingly, local public safety
agencies are ill-prepared to judge the potential of modern technology—
let alone to integrate it effectively. To be sure, the “last mile” connec-

Public safety agencies
should act more like
enterprise customers,
requiring certain
functionalities and not
specifying particular
technologies.

33




CLEARING THE AIR: CONVERGENCE AND THE SAFETY ENTERPRISE

tions—that is, the broadband access links—must remain locally provi-
sioned, but even in that area cooperation can enable local agencies to
benefit from technological improvements. In short, by focusing their
attention on their core needs and competencies, local agencies can
ensure that their communications and information needs are met, even
if they are not physically operating all of the relevant infrastructure to
make it happen.

IV. Conclusion
The system whereby local agencies operate their own information
and communications technology to support their emergency services is
a relic of an antiquated technological model. This relic, unfortunately,
is reinforced by prevailing cultural norms, current spectrum policy, the
lack of incentives to migrate to a new model, and decentralized man-
agement. Over the past decade, major enterprises
and the military have adopted IP-based tech-
nology, developing a network-of-networks
architecture that provides them with con-
siderable flexibility and economies of
scale. There is every reason to believe
that public safety agencies can benefit
from such a system. They simply need a
reason and a roadmap to get there.

“The future success
of public safety lies in
cooperation with the
commercial world.”

Chief Werner
The federal government is in a unique
position to facilitate the transition to a next-

generation architecture for public safety communi-
cations. At present, the federal government is not effectively using its
ability to lead with conditioned funding and spectrum licenses, an
articulated vision with milestones and metrics, and its ability to spur
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and publicize technological solutions. By embracing this opportunity,
the federal government can empower state governments to begin to
oversee development of the systems needed to support effective public
safety communications. To be sure, shifting to a new model for public
safety communications needs will not be easy, but the objective of
ensuring that our public safety personnel have the best available com-
munications capabilities must be achieved.

The sooner all parties realize the opportunities available to public
safety by adopting an IP-based architecture, the closer we will be to a
system of interoperable, highly functional, and efficient public safety
communications. There is reason for hope and optimism on this score.
As Chief Werner of the Charlottesville Fire Department explained, “The
future success of public safety lies in cooperation with the commercial
world. Once people have seen it demonstrated, they will come.” He
added, “Having purchased a multimillion-dollar radio system to oper-
ate privately—with all of the time-consuming, technically challenging,
and financially burdensome process it entails—leaves me with the feel-
ing of never wanting to do it again.” The challenge is creating the sys-
tem of incentives and education to transform public safety communi-
cations. This transition will not happen overnight, but it is vital to our
national well-being that it happen as soon as practicable.
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