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Should the United States Establish a Dedicated Domestic 
Intelligence Agency for Counterterrorism?

T
he attacks of September 11, 2001, drove 
home the vulnerability of the United States 
to terrorism. One of the problems that has 
been viewed as contributing to the attacks 

was in the eff ectiveness of intelligence: Th e signs 
of an impending attack were not assembled into a 
warning that might have made it possible to pre-
vent the disaster. In the wake of that failure, one 
of the questions on the U.S. agenda is whether 
the country needs a dedicated domestic intelli-
gence agency, separate from law enforcement, to 
address the full range of terrorist threats that the 
United States faces.

To examine this issue, Congress directed 
the Department of Homeland Security (DHS), 
Offi  ce of Intelligence and Analysis, to perform 
“an independent study on the feasibility of creat-
ing a counter terrorism intelligence agency.” 
DHS asked the RAND Corporation to conduct 
this study, with the objective not of making a 
specifi c recommendation but rather of laying out 
the relevant considerations for, as well as the pros 
and cons of, creating such an agency.

Domestic Intelligence Is Currently 
Carried Out by Multiple Organizations
Although the United States does not currently 
have a dedicated domestic intelligence agency 
devoted to counterterrorism, many eff orts to 
detect and prevent domestic terrorist attacks are 
under way. Th e Federal Bureau of Investigation 
(FBI) is charged with both domestic intelligence 
and law enforcement. Other agencies, including 
the Central Intelligence Agency (CIA), DHS, 
and the National Counterterrorism Center 
(NCTC), also have a role in domestic counter-
terrorism, as do state and local entities, including 
more than 700,000 police offi  cers.

Like law enforcement, domestic intelligence 
involves investigation of tips and other informa-
tion about suspicious behavior to uncover who is 
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involved and for what purpose. However, while 
law enforcement is focused on specifi c cases, 
domestic intelligence also includes exploratory 
activities designed to produce new leads and 
tips and to serve a broader warning function by 
building a strategic understanding of the domes-
tic threat environment.  

Creating a New Organization Is One of 
Several Policy Options
If the United States’ current approach to domes-
tic intelligence is found wanting, then re-
organization, in the form of creating a separate 
domestic agency, is indeed one possible option. 
However, this approach should be considered 
against a broader range of policy options, such 
as increasing or reallocating resources, chang-
ing regulations or orders within organizations, 
expanding the use of technology to improve 
data collection, enhancing collaboration across 

Key fi ndings:

• Creating a new agency might address some 
problems with current approaches to domes-
tic intelligence. However, so might other 
approaches, such as reallocating resources, 
changing regulations or laws, or enhancing 
agency collaboration.

• Creating a new “agency-within-an-agency” 
would involve less organizational disruption, 
but a stand-alone agency would likely have 
greater clarity of mission.

• “Break-even” analysis provides a systematic 
means of exploring the question of how 
much a new domestic intelligence agency 
would have to reduce terrorism risk—given 
a presumed level of threat and estimates of 
agency cost—to justify creating it.

http://www.rand.org
http://www.rand.org/pdfrd/ise/security/
http://www.rand.org/pdfrd/nsrd/intel.html


agencies, changing laws, improving leadership, and changing 
organizational culture.

Th e appropriateness of any approach depends on how 
the “domestic intelligence problem” is defi ned. To under-
stand this issue, RAND researchers mapped possible policy 
approaches against several defi nitions of the problem (shown 
in the table), which were identifi ed based on interviews, an 
expert panel, and a review of literature. Check marks indicate 
that a particular solution might be appropriate to address the 
corresponding problem.

Th e table shows that changing organization might 
be an appropriate solution if, for example, the problem is 
defi ned in terms of the FBI’s law-enforcement approach to 
counterterrorism, poor cross-agency communication, or 
fragmented and confl icting analyses. However, a number of 
other approaches could also be relevant in each of these cases. 
Moreover, if the problem is defi ned in terms of the qual-
ity of the data or diffi  culties in information sharing, a new 
organization might not be the best option. And any actions 
taken to improve domestic intelligence should also take 
into account the eff ects they will have on privacy and civil 
liberties—as well as the public’s perception of those eff ects. 

A New Agency Might Be Created Within an 
Existing Agency or as a Stand-Alone
In thinking specifi cally about organizational change, what 
is meant by “a new domestic intelligence agency”? RAND’s 
analysis focused on the advantages and disadvantages of two 
major options: (1) creating an “agency within an agency” in 
the FBI (or perhaps DHS) and (2) assembling parts of exist-
ing agencies to create a separate, stand-alone agency.

Agency-within-an-agency. Th is option would involve 
less short-term disruption than creating a stand-alone agency 

by, for instance, making the FBI’s National Security Branch 
more autonomous within the Bureau. However, the devil 
would be in the details, and this organizational outcome 
might not diff er much from the status quo. Moreover, even 
a very reshaped FBI would still combine intelligence and law 
enforcement and thus lack the clarity of a single mission.

Stand-alone agency. Such clarity is the principal reason 
for considering a separate domestic intelligence agency. A 
stand-alone agency might also be able to draw on a wider, 
more diverse recruitment pool, including linguists, histori-
ans, psychologists, and others who might not normally be 
attracted to a career in law enforcement. Yet the history of 
reorganization cautions that it results in political compro-
mise, and that the details—also political compromises—of 
mission statement, staffi  ng, political appointees, and the like 
matter enormously. 

Break-Even Analysis Weighs the Benefi ts and 
Uncertain Costs of a New Agency
Information is in short supply, uncertainties are large, and 
values are important: In these circumstances, the decision of 
whether to create a new domestic counterterrorism intel-
ligence agency cannot be a simple matter of adding up the 
pros and cons. Rather, RAND researchers sought to provide 
a framework for public debate—called “break-even” analy-
sis—to examine the benefi ts of a new agency relative to 
its costs. 

Refl ecting both the signifi cant uncertainty in future ter-
rorist risk and the costs associated with the diff erent possible 
models of a new domestic intelligence agency, this approach 
does not ask whether the benefi ts of a specifi c policy change 
will justify its costs. Rather, it examines diff erent ranges of 
potential costs and benefi ts and asks how good a new agency 
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The FBI is dominated by a law-enforcement and case-based approach 
and is generally not accustomed to “exploratory” analyses.

✓ ✓ ✓ ✓ ✓ ✓

The FBI, CIA, and other agencies do not talk to each other. ✓ ✓ ✓ ✓ ✓ ✓
Too much poor-quality and unverifi ed information is collected, and 
collection efforts are uncoordinated.

✓ ✓ ✓ ✓

Analysis is fragmented and sometimes confl icting, and staff may lack 
suffi cient training to perform analytical functions.

✓ ✓ ✓ ✓

It is diffi cult to move information and analysis across the domestic 
intelligence enterprise.

✓ ✓ ✓ ✓ ✓

Mapping Problems and Solutions
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would have to be—that is, by how much would it have to 
reduce the future terrorist risk—to justify its costs, or “break 
even.”  

Framing the risk of terrorist attacks in this approach is 
done in terms of the expected dollar cost of terrorism. As a 
starting point, estimates of the total cost of the September 
11 terrorist attacks suggest annual losses in the range of $1 
billion to $10 billion, on average, over time. However, the 
analysis uses a wider range of average annual losses, from 
$100 million to $100 billion. Th e analysis also considers the 
costs and benefi ts associated with founding a new agency, 
including both their potential magnitude and how they 
might vary depending on how the organization was created. 

Th e fi gure maps the amount of threat reduction that a 
new arrangement for domestic intelligence would have to 
produce to justify creating it—to break even—given 
diff erent costs and diff erent assumptions about the level of 
risk the nation faces. For example, if total costs of a new 
domestic intelligence agency were estimated at $500 million 
annually, and the annual risk were assumed to be $1 billion, 
then to break even the new service would have to reduce the 
nation’s risk of terrorism by 50 percent. However, if the risk 
were assumed to be $10 billion, a new agency would have to 
reduce the terrorism risk by only 5 percent to break even. 

Th is analysis shows that the choice does indeed turn on 
what level of future risk is assessed or assumed. While eff ects 
on privacy and other civil liberties will be aff ected more by 
rules and budgets than by organizational forms, it is rea-
sonable to assume that creating a new agency would imply 
that the nation sought more, and perhaps more intrusively 
collected, domestic intelligence. As a result, these intangible 
costs should also be considered in any decision on structur-
ing a domestic intelligence agency.

A Framework for a More Productive 
Policy Debate
Th e results presented here are more a framework for policy 
debate than an answer to a specifi c policy question. If people 
debating intelligence policy and the desirability of creating 
a new domestic intelligence agency disagree, this framework 
off ers a common approach for viewing the full range of 
costs and benefi ts and a systematic way to identify why they 
disagree, whether on the level of terrorism risk, on the likely 
eff ectiveness of a reorganized domestic intelligence eff ort, or 
on how to protect civil liberties. Recognizing and addressing 
the sources of diff erence should lead to a more productive 
debate than a simple argument over fi nal conclusions. ■
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